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eMASS

SERVICE

» Software as a Service (SaaS) or Deployed for Organizations automating Cybersecurity Risk Management, Risk
Management Framework (RMF), Assessment & Authorization (A&A), and Certification processes. As a shared service,
enhancements are engineered to be available for the entire community, contribution from one organization benefits all.

* Operational on NIPR, SIPR, SAP, Internet (approved-only), Agency-Network. Centralized deployment per classification
level, maintained and operated by DoD, scalable by multi-tenant instantiations for both data isolation and sharing.
Supports CAC/PIV (PKI), Single Sign-On authentication (SSO SAML2).

* Subject-Matter Expertise/Support Services. Onboarding, Requirements/Customization & Tailoring, Enhancements &
Integrations, Business Process, Hands-On Instructor-Led Training.

3 Workflows and Role-based access control for managing essential security
o 5"1 functions from system registration through decommissioning.

Workflows

Enabling execution for RMF Steps (automate NIST 800-53 and Committee on : : :
7. ¥ National Security Systems Instructions (CNSSI) 1253 System Categorization, * Register and Track Information Business Rules

PO&AM Management, Security Control Assessments, Risk Review). Systems « Provide Enterprise Visibility with

Categorize
formation §
0! VSt 'h

Assess

sﬁcurity Contro\®

* Customize Organizational * Automate and Generate Policy-
Hierarchy, User Roles and Required Documents

* Validate Data Based on Policy-

o * Apply Data Types, Control Executive Dashboards

Generation of standardized RMF Reports, Digital Signatures on PDFs,
e ﬁ‘ Dashboards and metrics roll-ups, and automated reporting for Enterprise

Baselines, and Overlays

e requirements (e.g. DoD CIO for RMF data calls). * Develop & Manage Plan of Action  throughan AP
& Milestones (POA&M) :
* Integrates with Sensor Data
Advanced features such as Inheritance hierarchies, APl enabling system-to- * Manage and Track Security Control ~ Repositories for Continuous
system integrations, Collaboration Boards for Workflows, and operational Assessments Monitoring
Continuous Monitoring support with sensor data.
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* Integrates with your Systems
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User Community
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10,000
DHRA, DODEA 2012 Aug O 2029/
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New Features 5,000 NAVSEA 2011-Dec
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Mission Support

DoD RMF Civil RMF IC/SAP RMF Other Risk Mgmt/Certlflcatlons

SP 800-53, SP 800-37, SP 800-30,
SP 800-137, FIPS 199,...

VA Directive 6500 ICIT Systems Security

Risk Mgmt
SP 800-53B
CNSSI 1253
Joint SAP Implementation FedRAMP CSSP CSF ESM v10
Guide (JSIG) FISMA
* Army, Air Force, Navy, Coast Guard, Space Force * Veterans Affairs * DoD SAP CIO Community  « National Industrial Security Program (NISP)
e DAU, DCAA, DCMA, DeCA, DFAS, DHA, DHRA, DISA, DLA, * Dept. of Commerce (NSS) ¢ Army Intelligence * JFHQ-DoDIN’s CSSP Evaluator Scoring Metrics
DMA, DoDEA, DoDIG, DPAA, DCSA, DTIC, DTRA, DTSA, * NASA (NSS) Community * Cloud (FedRAMP DoD Provisional Authorizations)
HPCMP, JIDO, JSP, MDA, NGB, PFPA, SecDef, WHCA, » Defense Industrial Base (NIST SP 800-171)
Joint Staff, USSOCOM, USAFRICOM, USCENTCOM, * Cybersecurity Maturity Model Certification (CMMC)

USEUCOM, USPACOM, USNORTHCOM, USSOUTHCOM,
USSTRATCOM, USTRANSCOM, USSPACECOM, DIU,
DMEA, DARPA, OSD (OUSD A&S, OUSD P&R, USD-P,
OUSD 1&S), USCAAF, IWTSD, OMC, SDA
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Services Summary

Service Area Description
» System provided software-as-a-service (SaaS) including infrastructure hosting costs, software
* Instructor-led training for 30-60 students per class (virtual, at your location, or DC Metro region).

Managed licenses, hosting operations & maintenance, A&A maintenance (ATO), etc; or managed Deployed.
System ° Currently Unclassified/NIPR (DISA hosted), SIPR (DISA hosted), Special Access Programs (DoD/SAP 4 00D RMVIE AEEnEy TAG)
Instructor-Led + DoD/generic flavor training curriculum (and workbook/hands-on modules designed).
.J Training ° Hands-on modules and training environment (brought to your location or online sandbox with
virtual events).

Standard Model

Advisory Organization
Group (TAG)

Technical
ClIO hosted), JWICS (Army hosted).

Responds to RMF TAG/Enterprise &
Organization/Agency changes in
implementation guidance

Help Desk &
Enterprise
Support

Enhancements,
Customizations

®_©O Community

.‘. Collaboration

* Help desk support to answer end-user questions related to eMASS usage, RMF policy, technical

issue troubleshooting, etc.

Customer requests such as data analysis, metrics queries, subject matter expertise &
recommendations.

Enterprise support for Continuous Monitoring implementations, APl integrations, etc.

Engineering for implementation of enhancements, configurations, customizations (e.g. fields,
roles/workflows, custom system integrations, tailoring of capability, new capability aligned to
need/direction, etc.).

Ensure enhancements/efficiencies funded/executed by one Component/Agency beneficial for the
community is made available to all eMASS users.

Collaborate with RMF TAGs & eMASS Configuration Control Board (CCB) for Community-wide
execution of major automation/implementation guidance.

(SaaS-only) Automation between eMASS-using Components/Agencies (Inheritance across all,
Reciprocity, etc.) for those with a common Control Set.
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eMASS Joint-Stakeholder

Organization/Agency (optionally) joins the
eMASS CCB to drive methodology

eMASS workstream supports
Agency’s AO/RMF/Policy &
Implementation organization for
execution of their own
requirements per Agency’s

direction and priorities.




Backup
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Program Structure

EMASS CONTRACT STRUCTURE
* eMASS is supported by a Blanket Purchase Agreement (BPA) contract, with the ability to support both Federal agencies
* DoD Organizations (e.g. Service/Component/Agency) can use DoD (e.g., MIPR) or Interagency process for access to the BPA.

* Non-DoD Organizations (e.g. Department/Agency) can use 7600A/B process for access to the BPA.

EMASS PROGRAM STRUCTURE

* No Organization is required to use eMASS. All usage/adoption is voluntary. eMASS is operated centrally SaaS or deployed by DoD for Federal (DoD
Components and Civil) Agencies.

* Central operations for the program are provided by DISA while Organization (Agency)-specific efforts as individual task orders for support on the eMASS
BPA contract. Organizations can establish their own workstreams for ongoing support, customizations/development, integrations, training, etc.

POCS

* eMASS Tier lll Support: disa.meade.id.mbx.emass-tier-iii-support@mail.mil

* DISA PM: vonzell.o.bandy.civ@mail.mil

* CTR Support: stephen.j.mao.ctr@mail.mil, cameron.b.childs.ctr@mail.mil

* DoD CIO: jeffrey.a.eyink.civ@mail.mil
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Major Features
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Inheritance
Automation

Web
Service
API

Assets w/
Continuous
Monitoring

Enables providers to propagate Control data across
thousands of systems and establish CCPs, Cloud hosting
systems, Cybersecurity Service Providers, etc.

‘\&5 -

» Physical and Environmental
* Media Protection
» Contingency Planning

» SAAS / PAAS Assessment

» Services / SLA

+ Boundary Protection

» Etc...

ngram Boundary

v\*"
CSP Hustmanundarv -EWLEI_

+ HBSS, ACAS
~ Endpoint Security

Malware Protection

» Network Monitoring /

Intrustion Detection

+ Incident Respense
> Etc...

+ Tier 1 Cybersecurity Palicy
» Component Cybersecurity
* Vulnerabilty Scanning / Policy

Workflows

Web Service API (JSON, REST) for system-system integrations

API Client Registration

m fregister

Show/Hide = List Operations | Expand Operations

r 10 register their cer

Systems

[systems
/systems/{systemid}

tificate in order 1o obtain an API key

Workflows for process automation and approval processes
alongside dashboard tracking and comments boards.

Stages

in Workllow: Assess

and Authorize - Select Raw For Systems in Stage
1

LR —— Tine 0 g ) i g, s

Show/Hide  List Operations | Expand Operations

Get system information

Get system by id

Automated end-to-end sensor data into system/authorization boundary for devices, scan results (vulnerabilities/configurations). For Civil
Agencies, eMASS implements 2-way integration with CDM Data Integration (Layer B) — Executed on Layer B impl. used on Defend D and B.

viEw sy CONTROL FINDINGS

DEFENSE INFORMATION SYSTEMS AGENCY

10 153 37
0 0 30

Sensors

Data
Integration

Reporting



Inheritance

INHERITANCE AUTOMATION

* Enables creation of Enterprise and Hosting common control provider System
records/packages to automate Security Controls in receiving Systems.

* Enables establishment of relationships between System records and automated

propagation of Control data.

* Tired: Enables multi-level Inheritance hierarchies.

* Multi-Parent: Enables multiple providers to single Controls (e.g., distributed

hosting).

* Hybrid: Enables inherited Security Controls with shared responsibility.

DATA SUPPORTED

* Control Status, Implementation Narrative, Assessment Procedure Test Results,
Artifacts POA&Ms, etc.) update from providers to receiving Systems in near real-

time.

* Provider contact information (e.g., Provider PM/ISSM/System Owner POC

information).

DEFENSE INFORMATION SYSTEMS AGENCY
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Thresholds V, s

= A minimally required amount of data can provide an automated means of deviation over time available to the
ISSO/ISSM, SCA, and AO (with an ongoing refinement of accuracy of a risk-based automated measure).

([ J
£ \'. System Tracking % Visibility

System Profiles

«
Th rEShO|d S 1 Configuration
{1“',_. Assets Vulnerability

cle

‘ Static Code I I I I I I I I
Control Statuses A Notifications

B0 package Porems
N

I||| Dashboards

Tracks system metrics

A 4

\ 4

—(-> Workflows

' Score

over time and
continuously evaluates MITRE ATTA.CK
. Calculated Exploited CVEs

for change against

Vulnerability Index
Organizationally-defined

thresholds.

Organizations define Profiles, which
metrics they want to use, and what

thresholds systems should not exceed.

System’s Metrics are tracked
over time against Thresholds
of the Profile.
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Web Service API

WEB SERVICE API

* JSON RESTful Web Service APl with endpoints for two-way access of
core eMASS data elements supporting system-to-system interfaces.

* Granular permissions provides control of the client application to
specific sub-organizations, read/write, etc.

* Available Networks: DoD NIPRNet, SIPRNet, JWICS, and
Agency Network (e.g., VA) with PKI/Client Certificate authentication.

* Internet Availability: Limited capability on Internet is in-progress for
Early Summer, 2024 (approved by Agency, Component, Service)

CURRENT USAGE

* 40+ active integrations using the eMASS API to Enterprise Reporting &
Automation use cases

* Multiple integration efforts are currently in-progress. New requests
are queued based on priority order, please contact the eMASS Tier I
support team at disa.meade.id.mbx.emass-tier-iii-support@mail.mil for
additional information.

DEFENSE INFORMATION SYSTEMS AGENCY

aVMASS nitps:/ocalinost:9091/apiideveloper/docsiv Explore

eMASS API Version 1.0

Created by Defense Information Systems Agency (DISA)
See more at hitp//iwww disa.mil/ Cybersecurity/Assessments-and-Inspections/EMASS

API Client Registration

Iregister

Artifacts

WElgid  /systems/{systemld}/artifacts
Sl /systems/{systemld}/artifacts
POS /systems/{systemlid}/artifacts

fsystems/{systemld}/artifacts

@ [2}
=

3 /systems/{systemld}/artifactsexport

Controls

(ol /systems/{systemlid}/controls

fsystems/{systemld}/controls

Systems

fsystems

/systems/{systemid}

ShowiHide = List Operations = Expand Operations

Allows user to register their certificate in order to obtain an AP key

Show/Hide | List Operations = Expand Operations

Remeve one or many artifacts in a system

Get one or many ariifacts in a system

Add one or many artifacts in a system

Update one or many artifacts in system

Get the file of an artifact in system

Show/Hide | List Operations = Expand Operations

Get control information in a system for one or many controls

Show/Hide = List Operations = Expand Operations

Get system information

Get system by id
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Major Features: Assets

CORE CAPABILITY

* Cyber Content (STIGs, IAVM notices, Plugins, NVD/CVE, COAMS/device tags) is
ingested to provide definitions, vulnerability information, and correlation to
Security Controls.

* Automated and manual uploads for Devices, Vulnerabilities/Patch
Compliance, Configuration/STIG Compliance (STIG Viewer, SCC, ACAS, HBSS,
etc.); Management of hardware/software inventory baseline.

* Automated roll-up/visibility to Security Controls using Enterprise definitions,
Community sourced mappings.

EMASS ASSETS INTEGRATION

Integrated with CMRS or other repositories (containing publishes of device and
scan data endpoint/vulnerability sensors) and Civil CDM Layer B/Data
Integration Layer.

* Cyber Content (STIGs, IAVM notices, Plugins, NVD/CVE, COAMS/device tags) is
ingested to provide definitions, vulnerability information, and correlation to
Security Controls.

DEFENSE INFORMATION SYSTEMS AGENCY

7 Filter Results

Raw Severity:

© Authorization

B System

i Controls

Viindoms

o8 ExE

& Findings Dashboard

AT

View By

Failod Fdings

Failed Findings Summary

P o 0000000000000 00
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Major Feature: Workflows

SUPPORTS A&A PROCESSES

* Organizations can define complex workflows (multiple, simultaneous, branched,
conditional, etc.) for A&A processes.

* Workflows support eMASS’ package approval chain roles assigned to Stages to
perform actions during the stage.

* Shows hyperlinked required tasks for the assigned personnel to complete or to
show information for the reviewer.

* Supports multiple-active workflows simultaneously (e.g. POA&M approval
while waiting for RMF ATO package approval).

* Supports workflow branches based on decisions/tasks at specific stages.

COLLABORATION BOARDS

* Users can post comments, reply, request and attach files throughout the
workflows, and subscribe to email updates about posts.

WORKFLOWS DASHBOARD

* All Organizations are provided a workflows dashboard to provide leadership
situational awareness of active workflows.

* Dashboard includes drill-down capability to view system information for each
system record.

DEFENSE INFORMATION SYSTEMS AGENCY

Package Type RMF Step 4+5: Assess & Autharize
Package Name Sample High Risk Escalation

* Select Action:

Approve

* Comments:

RMF Step 4 escalated to High Risk

Roles
PM/ISO

— >

0 days

ete In Progress

SAR Approval 5. PM/ISO Review (HRE) 6

elon

ncomp

odays

plete ncomplet
Review A

(HRE) 7. SCA Reviev

( Updates to System )

* Required Tasks
« Review and select the appropriate action.

Cptional Tasks
« Add Recommendation

Collaboration Board

All (6) Workflow Transition (5) Files (1)

Smith, John

Created: 27-May-2022 16:56 | Replies: 1

sample collaboration board post with associated artifact.

) sample_PDF_1.pdf

e Reply Edit Delete

Doe, Jane
Created: 27-May-2022 16:57 | Replies: 0

sample reply.

<* Reply

N
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Major Feature: Workflows .

CUIl

fof

ROLES

* Workflows support eMASS’ package approval chain roles assigned to Stages to perform actions during the stage.
Package Type RMF Step 1: Security Categorization \ Roles
Package Name Test System Steward

STAGES

» Steps for Workflows can be defined

Start RMF Step 1

by organizations * .
49 days 0 days 0 days 0 days
Complete In Progress Incomplete Incomplete
TASKS 1 CompmsySom 2 Categorize System s'ﬁé'f‘f?f’%ﬁé’ﬂ"?”y?.i“n‘fw Noprova (1850)
* Ability to show required actions for
the assigned personnel to complete . o
or to show information for the Approve .

reviewer.

* Required Tasks
+ Determine the security categorization of the information system.
Identify the applicable NIST SP 800-60 Information Types that
are representative of input, stored, processed, and/or output data
from the system. Select the appropriate Confidentiality, Integrity,
and Availability values and provide justification for the
categorization decision.

Optional Tasks

« Add B mmendation

* Tasks can link directly to the page in
eMASS to perform the action.

Categorization Information

Primary Security Control Set: NIST SP 800-53 Revision 4
C y: Moderate ( ded: Low)
Integrity: Moderate (Recommended: Low)

Availability: Moderate (Recommended: Low)

Impact: Moderate (Recommended: Moderate)

Rationale for Categorization: Test Rationale

National Security System: No

View Additional Categorization Information

14
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Major Features: Das 7%,
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DASHBOARDS

* Ability to build and deploy Dashboards, including visualizations, metrics, @ Gybersecurity Scorecard Dashboard
drilldowns, tabular displays/exports. Cybersecurity Seorecard Dashboard - Options

* Ability for data sets maintained in eMASS and calculated/roll-ups made
Current Organization: DISA @ evatuate ang Approve Systems. (D ciose Securiy Weaknesses

available through API or export to an organization’s reporting tools. s n ot [ | R H-
- - .

@ MITRE ATT&CK Dashboard
Tactic and Technique Compliance
—
Compliance by Tactics ( Expontal
Phishing for Information (2 "
Impact Reconnaissanca 13 of 26 Controls (50.0%) 1}
Exiltration Initial Access Generate

50%

Command and Control Exacution Authorized Production Systems Production Systems by Authorization Status

Collection Parsistenca
Initial Access (7
Valid Accounts [
65 0f 72 Controts 91.7%) W)
Lateral Movement p | \ Privilage Escalation
/ \ b Replication Thraugh [
) \ 25 o 38 Conols 192.1%) )
Discover Defense E ion O
" - ; 7 /0 Extonal Remota Savices ——
Credential Acoess. 71 of 84 Comtrols (345%1 §§)
ot el W A0 EXPRED ATOwC coa
M Non-Compliant M Compliant Autharied
Drive-by Compromise (% ——
T ———}
Jication (2
81 of 100 Canirois (81.0%) 4} Systems

<

‘Supply Chain Compramise (7

13 of 18 Canirols (72.2%) |}

Trusted Relationarp (7

PRTT——l a
rganization a System System Days to
e AT
Name System Acronym o' Poley Litecycle/Acquisition Phase Authorization Status o P ]
Haraware Additions (5 m
15 of 16 Controls (93.6%)
& T el rIiE Post-Full Rate Production/Deployment Dacision (Operations & i)
Support)
Phishing [ — ~
1301 29 Controte (44.5%)
w Componant Tast (04/28 . . 18-Jun-
DISA 11200 82 RMF Pust-Milestone A (Technology Development) Interim Autharization o Tast (IATT) 000 22
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MITRE ATT&CK®
FRAMEWORK

» eMASS launched MITRE ATT&CK framework library in
Cybersecurity Content in v5.10. Requires System Profile
creation/publish by eMASS System Admin with selected MITRE
ATT&CK techniques and tactics followed by selection of profile by
System Owners.

» Capability provides familiarity with external threat actor techniques
and tactics against which Security Controls mitigate, real-world
ATPs, visibility within Control Details.

DEFENSE INFORMATION SYSTEMS AGENCY
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® Search Reciprocity Sys
Reciprocity ystem Uisting

& MITRE ATT&CK Dashboard

Compliance by Tactics

Impact Reconnaissan ce

Initial Access

. Execution

Exfiltration

Command and Confrol

he Escalation
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Pipeline for Integrated DevSecOps and RMF

Note: This CI/CD Pipeline is a notional pipeline

GRC API Calls to Update
. Artifacts, Controls, Test Results

(Automated/Custom to System/Process)

Endpoint Attribution/Tagging

CMRS, CDM Layer B
(or other Repo)

Release
Security Metrics
Publish eMASS API

Diff Posture
Prev Release
New Release

Diff Risk Level
Notifications

=EE A >
Build ’ ﬂ
Container, Generate Dev/Test SQA Publish
Checkout Merge sign SBOM . Auto Deploy Reports
Devsecops ({5 @ ® © e o & o o o @ monitor
] . ) Docker Container Docker Push Automated  Manual " Docker Push Execute Release
Aglle A PGP Signed Quality . Build Scans - CVEs (test/staging) Tests Tests Regression (release) Prod Deploy Auto Deploy Pipeline C-ATO
Commits (e.g., Prisma) Pipeline (e.g., Prod Managed ISCM
. w/ ATO Kubernetes)
O —e0o o0 0 O
Update ¢l precheck UnitTests OWASP Source Code Analysis AL:";";a“:d
Dependencies Dependency  (e.g, Fortify, ac Tests
Checks Github Checks)
L J \ J \ J J
Y Y 1 T
Plan, Develop, Secure Software Package, Secure Images Auto Deploy Dev/Test - System Testing & QA Stage and Deploy Release to Production
N Operations Processes S

Pipeline leverages automated
source code analysis & vulnerability
scanning
(e.g., Fortify & Github Checks;
Prisma Cloud/Container image
scanning for CVEs, etc.).

DEFENSE INFORMATION SYSTEMS AGENCY

Pipeline [optionally] pushes and
update RMF Artifacts, Test Results,
and change Controls to eMASS Web
Service API

(providing flexibility/choice on what
that System’s CI/CD uses).

(not depicted)
(e.g., Elastic/Splunk, Ticketing/SNow, etc.)

Deployment Pipeline provides a
automatic “Release” checkpoint to
eMASS Web Service APl with
standardized set of metrics and
required scan results.

(e.g., from minimally required top
level metrics (or to source code &
container CVE results)).

eMASS provides metrics, data
trends to the SCA/AO enabling high

level difference between
production deployment of
components (e.g., releases).

il

“Ops” Continues with automation,
monitoring, and Enterprise required
endpoint & vulnerability scanning
tools in production environments.

eMASS & CMRS, CDM Layer B (or
other repo) using tagging maintain
System’s sensor visibility and
metrics trends for the ISSM/ISSO,

SCA, AO.
17
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

CJ www.disamil  €)/usbisa €@ @USDISA

Trust in DISA:
Mission first, people always
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